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Secure Time for Cyberinfrastructure Security

Challenges:
*  Encryption not applicable

*  Easyto deploy
* No specialized hardware

\ GPS satellite

Solutions

* Leverage physical signature
of GPS signals

*  Employ simple pulse sync
redundancy

_ ((ﬁ)) Broader Impact:
( ) o /____,._-j; Fake GPS 2
RN (G)) 2 W ) . . -
ﬂ o - &L/-\ * Easily deployable with no specialized
&{C‘ “fake GPS 1 S\ Reser , hardware, applicable to any
A (533 sampled secretcode, . RZf:rzg’ega“’“\ infrastructure requiring GPS time sync
\ Receiver e \terne’ e " Cyberinfrastructure 2/ such as smart grl d
“-\\ Data agg regator‘; — T
‘ oo , . : o
oy ) : llr;ternett d Applicable to GPS based positioning
e e ; ampled secret code H
s Clemson Receiver,” scenarios
*...._Clemson University:"”
Metadata tag:

Purple: Existing Clemson NTP Architecture
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Green: Added Secure Time Architecture

Cross Check for GPS
Spoofing Attacks

Redundant Pulse Synch
To Detect Attacks on NTP

* |[EEE Transactions on
Instrumentation & Measurement

* |EEE Transactions on Information
Forensics & Security

* |EEE Conference on
Communications and Network
Security 2018

* (CBS-WSPA; IEEE Spectrum



