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Scientific Impact or Broader Impact:

• Provide a set of  different 
algorithms  to detect attacks on 
Science DMZ and high speed 
networks in general

• Reduce the time needed for 
security analysis

• Provide students with hands-on 
education

Solution(s) or Deliverables: 

• Papers analyzing the 
effectiveness of our detection 
methods for identifying both 
common network attacks and 
insider threats 

• Tools for protecting Science 
DMZs

Challenge Project Seeks to Address:

• Identifying likely threats to a 
Science DMZ

• Reliably detecting Science DMZ 
threats using a combination of 
host and network performance 
metrics 

• Detect malicious  network traffic 
based on inter-packet delay and 
packet size

Metadata tag:

• There is lack of Science DMZ traces 
to build models of benign traffic

• Lack of labelled traces of attack on  
Science DMZ  

• Need collaborators to try out the 
algorithms thast we have 
developed 

• Could always use more funds!!
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