




CYBER-ESPIONAGE 

POINT-OF-SALE INTRUSIONS 

INSIDER MISUSE 

DOS ATTACKS 

CRIMEWARE 

WEB APP ATTACKS 

PAYMENT CARD SKIMMERS 

MISCELLANEOUS ERRORS 

PHYSICAL THEFT AND LOSS 

Conducted by Verizon with contributions from 
50 organizations from around the world. 

THE	
  UNIVERSE	
  OF	
  THREATS	
  MAY	
  SEEM	
  LIMITLESS,	
  BUT	
  92%	
  OF	
  
THE	
  100,000	
  INCIDENTS	
  WE’VE	
  ANALYZED	
  FROM	
  THE	
  LAST	
  10	
  
YEARS	
  CAN	
  BE	
  DESCRIBED	
  BY	
  JUST	
  NINE	
  BASIC	
  PATTERNS.	
  92% 

2014	
  DATA	
  BREACH	
  
INVESTIGATIONS	
  REPORT 	
  



Industry Total Small Large Unknown 
Accommodation [72] 212 115 34 63 
Administrative [56] 16 8 7 1 
Agriculture [11] 4 0 3 1 
Construction [23] 4 2 0 2 
Education [61] 33 2 10 21 
Entertainment [71] 20 8 1 11 
Finance [52] 856 43 189 624 
Healthcare [62] 26 6 1 19 
information [51] 1,132 16 27 1,089 
Management [55] 10 1 3 6 
Manufacturing [31,32,33] 251 7 33 211 
Mining [21] 11 0 8 3 
Professional [54] 360 26 10 324 
Public [92] 47,479 26 47,074 379 
Real Estate [53] 8 4 0 4 
Retail [44,45] 467 36 11 420 
Trade [42] 4 3 0 1 
Transportation [48,49] 27 3 7 17 
Utilities [22] 166 2 3 161 
Other [81] 27 13 0 14 
Unknown 12,324 5,498 4 6,822 
Total	
   63,437	
   5,819	
   47,425	
   10,193	
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CSIRT 

Information Sharing 

Training and Education 

Coordination 



Open Source version: 
http://code.google.com/p/collective-intelligence-framework/wiki/WhatisCIF  





o  Higher Education Contribution to Cybersecurity 
◦  Educate and train next generation of cybersecurity 

workforce 
◦  Discover and develop solutions to difficulty cybersecurity 

challenges 
◦  Own and operate powerful computer systems and 

networks 
o  Higher Education Sector Cybersecurity Initiatives 
◦  EDUCAUSE & Internet2 Security Task Force (2001-2006) 
◦  Higher Education Information Security Council (2006-

present) 
◦  Research & Education Networking ISAC (REN-ISAC) 

(2003-present) 
◦  Internet2 and Indiana University Announce Initiative 

(Spring 2013) 



o  Investment has increased 
o  Threats and vulnerabilities have grown 
o  Reliance and dependence on IT has 

intensified 
o  IT Environments have become more complex 

(BYOD, cloud, wireless, etc.) 
o  Regulatory burdens and contractual 

obligations more onerous 
o  Pressure on college affordability combined 

with declines in state funding 



o  How does the Research and Education 
Community approach efforts to defend our 
critical infrastructure? 

o  What are the greatest barriers to change in 
how colleges and universities operate with 
respect to cybersecurity? 

o  What economies of scale can we leverage? 



o  Next steps… 


