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Broader Impact:

• Project will apply cybersecurity best 
practices to all phases of the research 
process, and making it a fundamental 
part of discovery, rather than just an 
exercise in compliance.

• Work will heavily utilize cybersecurity 
undergraduates from Purdue 
Polytechnic Institute.

• Cybersecurity best practices will be 
shared with research administration 
communities

Deliverables: 
• Educate Researchers on Regulations 

and Cybersecurity Practices
• Empower Campus IT With a Standard 

Campus Framework for Data Security
• Improve Processes for Research 

Administration
• Develop CI Professionals

Challenge:
• Protecting “Controlled Unclassified 

Information (CUI)” is mandated by the 
executive order 13356, in many 
domains ranging from defense, 
aerospace, to agriculture.

• Working with such data requires the 
University to have a unified framework 
for the entire research lifecycle – from 
pre-award, to contracting, to IT 
solutions, to IRB

• Lack of single process increases time 
to contract and delays start of 
research projects.

Metadata tag:
CUI
Regulated Research
Research Administration

Quad Chart for:

<insert graphic(s), 
diagram, or picture 

here>

CICI: RDP: Supporting Controlled Unclassified Information 
with a Campus Awareness and Risk Management Framework

PI
Post AwardPre Award

• Compliance Reviews
• Regulation Determination
• Process Tracking
• Amendments
• Track Training
• Data Security Plan

• Aligned Systems
• Technology Control Plan

• Aligned Systems

Regulatory 
Affairs

• Budgets
• Contract/Agreement Review
• Regulatory Requirements

Contracts and 
Grants

• Contract/Agreement Review
• Potential Regulatory Requirements

Regulatory 
Affairs

Research 
Computing

• Storage
• Compute
• RC Support
• Training

Security 
Office

• System Security Plan
• Security Reviews
• Testing and Monitoring

Contracts and 
Grants

• Data Transfer Agreements
• Data Use Agreements
• Additional contract requirements 

for security or compliance
• Budget Tracking

Information 
Technology

• Endpoints
• IT Support
• IT Security

Future Compliance and Security

• Regulatory Requirements Awareness
• RC Availability and Cost (pre defined)
• Outline of the Security and Compliance Process (IRB/Export Control)
• IT Security requirements for endpoints awareness

Information 
Technology

• Endpoint Cost
• IT Security Department 

Level
• Lab Equipment

• Predefined Templates (Protocols/Data Security Plan)
• Process Training for Compliance/Security
• Data Security Awareness and requirements
• RC Best Practices (secure design)

Research 
Computing

• New Research IT 
Requirements

L3 Restricted Research (Previous levels + Controlled Folders, Limited Sharing Access, Increased Monitoring)

Controlled Cloud Storage

FERPA HIPAA

Controlled Cluster

Researcher

L1 Fundamental Research (Firewalls, Least Privilege Access Logging)

Researcher

Community Cluster Cloud Storage

Public
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