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Project Overview

• Challenges:
• Social science and many other data-oriented disciplines depend on data belonging to 

multiple stakeholders
• Governed by a variety of use policies
• Multi-institutional research requires cooperative analysis
• Need to satisfy the privacy concerns of the owners while producing interesting research 

outcomes by analyzing data
• Goal: to enable cooperative processing across the stakeholder-owned datasets, while respecting 

the privacy policies of the individual owners, and to provide a model for collaboration that could 
be readily used by other institutions.



What Is ImPACT?



Why this architecture

• Two models by which the community evolves appear viable

• “Aggregator model” – large institutions act as aggregators and gatekeepers of important datasets

• “Distributed model” – multiple data owners and gatekeepers

• Aggregator model has significant value

• We should still assume there will always be multiple owners of data with different access policies

• Need a way to

• Make private data discoverable

• Specify policies that control access to data 

• Automate to the extent possible the process of satisfying those policies 

• Automate and provide verification of data access based on those policies

• Factor out policy storage and policy control so that distributed operation becomes possible

• Leverage inter-institutional authentication and authorization mechanisms



The Approach

• Provide a suite of solutions that are designed to work together, 
but can also be leveraged independently

• Solutions:

a) Make data discoverable in Dataverse, without 
compromising its privacy

b) Create repeatable secure infrastructure for performing 
collaborative analyses on privacy restricted data 

c) Automate decisions about data access and link to DUA 
(Data Use Agreement) approval process
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TRSA (Trusted 
Remote 
Storage 
Agent)

Makes private data discoverable via 
Dataverse

Owned by data provider

Harvests and sends only the metadata 
to selected Dataverse instances

Uses Dataverse API



ProConsul
(Protected 
Data Enclave)

Provides federated, web-based 
login to enclave VMs

Granular access control

OS-independent (guest and 
host)



Presidio 
(Policy 
Enforcement)

Guards access to private data hosted by 
data provider

Supports complex access policies

Validates that assertions made by various 
stakeholders (researchers, IRB, etc) satisfy 
access policies in automated fashion

Browser- and API-based access



Notary Service

• Mediator of interactions between 
various stakeholders

• Digital trail of promises and 
attestations needed to satisfy data 
access policies (DUAs)

• Support for flexible document 
workflow and individual forms

• Extensive logging for statistical and 
audit purposes
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Policy conversion



More 
Information

http://cyberimpact.us


